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| chose Elizebeth Smith Friedman for my project because her code breaking
skills and work as a cryptanalysis changed the course of WWI and WWII and also
helped catch rum-runners and crime bosses during Prohibition. Friedman was
America’s first female cryptanalyst.

Before | started building my project, | decided whether to produce an exhibit or a
website. A website allowed more words and description but would entail designing and
creating everything on the computer. | decided to do an exhibit, like | did last year,
because | love to create things with my own hands. Doing an exhibit taught me to focus
on a main idea and add supporting details to tell a complete story. In the process of
telling a story about a woman who influenced events during Prohibition, World War I,
and World War I1. | also learned to cut unnecessary words to keep within the 500 limit.

| searched for newspapers and books on Friedman and her work. | found
interviews and primary sources at the George C Marshall library. | read Elizebeth’s
memoir and articles on her cryptology skills. | gathered pictures and arranged them on
gray fabric covered backgrounds that fit into my wooden frame-like exhibit. | rewrote my
script and printed it to see how it would look on my board. | laid all my pieces on my
middle side, first rearranging them until | was pleased with the arrangement of quotes,
pictures, and paragraphs. | laid out my left and right side deciding where to put the
subtitles to tell the story effectively. | chose to combine burgundy and gray for my project
colors. The gray background creates a chalk black board look. | backed my quotes with
gray and white paper to make them stand out compared to my words in single-backed
burgundy.

On my table display | placed artifacts similar to what Elizebeth Friedman had on
her desk. | displayed a picture of her family, copies of coded Christmas cards that she
sent friends, and chalk and a chalkboard that Elizebeth used to decrypt messages. |
found some of Friedman’s decryptions and translated them to the chalkboard. | added a
typewriter like she used to write her stories and manuscripts. | printed out the first page
of her memoir and put it in the typewriter. Elizebeth enjoyed Shakespeare so | laid a
Shakespeare book on my display. She smoked while she worked so | included an
ashtray and a cigarette lighter on the desk. | found a copy of her identification card and
added it. | included old notepads and a pencil. These were the tools she used to
decipher communications that most saw as unreadable.

Elizebeth Friedman fits the theme because she used her skill and knowledge as
a cryptanalysis to provide a key for understanding encrypted messages. She decoded
some of the most difficult ciphers at that time. Deciphering these communications
helped the government and military during World War | and World War Il. She changed
history.
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Prohibition:
Rumrunners, Crime
Bosses, and Code

Left Top
Panel

Following the adoption of Prohibition,
alcohol-related crime exploded.
Beginning in 1925, the Coast Guard
depended on Elizebeth's skills at
breaking both written and cipher
machine messages. Her notebooks
contained an encyclopedia of
information.

After Prohibition, the illegal whiskey trade exploded. Elizebeth
helped apprehend the criminals by breaking codes.
Library of Congress

Rum-Runner operation shut down by Friedman’s

‘,' code-breaking skills. Photo: Library of Congress

Library of Congress
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Prohibition:
1921-1926 Rumrunners, Crime Bosses, and Code

Following the adoption of Prohibition, alcohol-related crime exploded.
Beginning in 1925, the Coast Guard depended on Elizebeth's skills at breaking
both written and cipher machine messages. Her notebooks contained an
encyclopedia of information.
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George C Marshall

Between 1926 and 1931,
Elizebeth decoded 20,000
smuggling messages,
each written in a different
code system. The Coast
Guard named her the first

woman director of a
code-breaking unit.

Deciphering Hidden
Thoughts

breaking at home.
George C Marshall Library.

Expanding cryptology.
“The world of American cryptology
was still tiny. There were only three
codebreaking units in government,
fewer than fifty employees among
them... The army is where the
Friedmans started out, in a small
windowless office in the Munitions
Building. Together they protected
the first scientifically constructed
set of pencil-and-paper codes

and ciphers in army history.”
James Fagone. The Woman Who Smashed Codes.
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1926-1931 Deciphering Hidden Thoughts

Between 1926 and 1931, Elizebeth
decoded 20,000 smuggling messages,
each written in a different code system.
The Coast Guard named her the first woman
director of a code-breaking unit.
Expanding cryptology.
“The world of American cryptology was still tiny. There were only three codebreaking

units in government, fewer than fifty employees among them... The army is where the
Friedmans started out, in a small windowless office in the Munitions Building. Together
they protected the first scientifically constructed set of pencil-and-paper codes
and ciphers in army history.”
James Fagone. The Woman Who Smashed Codes.
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One of Elizebeth’s workstrips solving a cipher. George € Marshall Library.

George C Marshall Library

The Evening Star

A piece of chalk was
Friedman’s favorite
cryptology tool. ‘Whilein
court, Friedman used her
blackboard to explain to the jury
how cryptologists translated codes
into plain language. “Out of Old
Colonel in Pints.” She showed how
the three “o” and ‘1" letters in
“Colonel” had identical cipher code
letters. From the cipher's letters for
“Colonel” she could figure out the
letter the racketeers chose for “e,”
the most frequently occurring letter
in English, based on other brand
names of liquor they mentioned in
other messages. The “0” and “I"
letters in “alcohol,” she said, had the
same cipher letters as “Colonel.”
The tactic worked. Morrison and his
indicted cohorts were found
guilty and sentenced to long

stretches in prison.”
George C. MarshallLibrary

One (of Elizebeth’s)
notebooks contained the
message, “I may read
your thoughts.

“I have discovered that if | may
capture a goodly number of your
messages even though | have never
seen your code book, | may read your

thoughts. " penciled notation by Elizebeth Friedman in her
ode book--1925. George C Marshall Library
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Elizebeth's skills resulted in
numerous incarcerations. In May
1933, she disputed a defense
lawyer's claim that cryptology was
“akin to fortune telling” by decoding
several messages in court.
Conviction followed her logical
explanation of cryptanalysis.
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1921-1926  Schooling the Defense

Elizebeth’s skills resulted in numerous incarcerations. In May 1933, she disputed a defense
lawyer’s claim that cryptology was “akin to fortune telling” by decoding several messages in
court. Conviction followed her logical explanation of cryptanalysis.

A piece of chalk was Friedman’s favorite cryptology tool.“While in court,
Friedman used her blackboard to explain to the jury how cryptologists translated codes into plain
language. “Out of Old Colonel in Pints.” She showed how the three “0” and “” letters in “Colonel”

had identical cipher code letters. From the cipher’s letters for “Colonel” she could figure out the
letter the racketeers chose for “e,” the most frequently occurring letter in English, based on other
brand names of liquor they mentioned in other messages. The “0” and “I” letters in “alcohol,” she
said, had the same cipher letters as “Colonel.” The tactic worked. Morrison and his indicted
cohorts were found quilty and sentenced to long stretches in prison.”

George C. Marshall Library

One (of Elizebeth’s) notebooks contained the message, "“I may
read your thoughts.“l have discovered that if | may capture a goodly number of your
messages even though | have never seen your code book, | may read your thoughts.”A
penciled notation by Elizebeth Friedman in her code book--1925. George C Marshall Library
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Historical Statement:

Elizebeth Friedman’s communication
skills as a cryptologist became
the key to understanding complex
messages exchanged between
rumrunners, drug lords, and German
Nazis. Her skills changed the course
of American history.

George C Marshall

Elizebeth Friedman (George C. Marshall)




Center Top Panel Text

Elizebeth Friedman:
Producing a Key to Understanding
Encrypted Communications

Historical Statement:
Elizebeth Friedman’s communication skills as a cryptologist became
the key to understanding complex messages exchanged between rumrunners,
drug lords, and German Nazis. Her skills changed the course of American history.
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Becoming a
Codebreaker

A high school teacher, Elizebeth (Smith)
Friedman met George Fabyan, the
owner of Riverbank Laboratories when
he hired her to find the hidden code he
believed proved Francis Bacon wrote
William Shakespeare’s folios. Much to
Fabyan’s chagrin, Elizebeth discounted
the code. She gained three major pieces
of knowledge from Riverbank: her gift of
cryptology, supporting arguments with
logic, and faith in her decisions.

Riverbank, near Geneva,
Illinois was an intellectual
“think tank.”

George Fabyan and Elizebeth at Riverbank. “Fabyan g intereSted in SUCh
George C. Marshall diverse subjects as plant genetics,
animal husbandry, health, and physical fitness.
Especially during wartime, his patriotism and
interest in military strategies, acoustics, and
encryption employed scientists full time at the

laboratories.”
Chicago Gardens: The Early History Cathy Jane Maloney




Center Panel 2 Text

1916 Becoming a
Codebreaker

A high school teacher, Elizebeth (Smith) Friedman met George Fabyan, the owner of Riverbank
Laboratories when he hired her to find the hidden code he believed proved Francis Bacon wrote
William Shakespeare’s folios. Much to Fabyan’s chagrin, Elizebeth discounted the code. She gained
three major pieces of knowledge from Riverbank: her gift of cryptology, supporting arguments with
logic, and faith in her decisions.

Riverbank, near Geneva,
Illinois was an intellectual
“think tank.”
“Fabyan was interested in such diverse subjects as plant genetics,

animal husbandry, health, and physical fitness. Especially during wartime, his patriotism and interest in
military strategies, acoustics, and encryption employed scientists full time at the laboratories.”

Chicago Gardens: The Early History Cathy Jane Maloney
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Cryptology quickly
became a new
crime-fighting tool.

“As World War | developed, the United
States had little cryptographic capacity.
It did, however, have Riverbank,
Fabyan, and his colleagues, Elizebeth
and William Friedman....The military
lacking their own cryptanalysts, turned
to the patriotic Fabyan and his
Riverbank colleagues....Fabyan and
the Friedmans trained the personnel
who would staff the newly formed
Cipher Bureau within Military
Intelligence... Almost eighty officers
arrived at Riverbank in October
1917...they endured a six-week crash
course on cryptanalysis under the
strict tutelage of William Friedman,
who had developed a curriculum of

pamphlets and worksheets.”
Dick Munson. Northwest Quarterly, November 18, 1918.

George C Marshall
Library

Challenging
Communications

G ¥, 5 . i
Elizebeth and William Friedman (George C. Marshall Library.)

When World War | threatened, Fabyan named
Elizebeth and her new husband, William, directors
of his new cryptology unit. The unit deciphered
thousands of messages for the Military.

James Fagone in the book
The Woman Who Smashed
Codes explained
Friendman’s start in
cryptology.

“The modern-day universe of codes
and ciphers began in a cottage on the
prairie, with a pair of young lovers
smiling at each other across a table
and a rich man urging them to be
spectacular.” The two young lovers
were Elizebeth Smith and William
Friedman, and the rich man, the
eccentric textile tycoon George Fabyan.
Elizebeth taught William how to read
codes at Riverbank. In later years
they worked separately, but did
everything together at the beginning.”

James Fagone. The Woman Who Smashed Codes.
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Cryptology quickly became a new crime-fighting tool.

“As World War | developed, the United States had little cryptographic capacity. It did, however, have
Riverbank, Fabyan, and his colleagues, Elizebeth and William Friedman.... The military lacking their
own cryptanalysts, turned to the patriotic Fabyan and his Riverbank colleagues....Fabyan and the
Friedmans trained the personnel who would staff the newly formed Cipher Bureau within Military
Intelligence... Almost eighty officers arrived at Riverbank in October 1917...they endured a six-week
crash course on cryptanalysis under the strict tutelage of William Friedman, who had developed a
curriculum of pamphlets and worksheets.”

Dick Munson. Northwest Quarterly, November 18, 1918.

James Fagone in the book The Woman Who Smashed Codes explained Friendman’s
start in cryptology. “The modern-day universe of codes and ciphers began in a cottage on the
prairie, with a pair of young lovers smiling at each other across a table and a rich man urging them to be
spectacular.” The two young lovers were Elizebeth Smith and William Friedman, and the rich man, the
eccentric textile tycoon George Fabyan. Elizebeth taught William how to read codes at Riverbank. In later
years they worked separately, but did everything together at the beginning.”James Fagone. The Woman
Who Smashed Codes.

When World War | threatened, Fabyan named Elizebeth and her new husband, William,
directors of his new cryptology unit. The unit deciphered thousands of messages for the Military.
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Knowledge Is Power

“On graduation day for the Friedman’s code-breaking cadets...they formed, in fact,
a bilateral cipher. Those facing forward represented As while those turned

sideways. were the Bs. Reading from left to right, the first
five figures symbolized the letter K, and the entired group revealed

Fabyan’s favorite’s axiom fromSir Francis Bacon: “Knowledge is Power.”
Elizebeth and William are in the front row. Photo: Dic Muson, Northwest Quarterly, November 18, 1918.

; On January 5, 1921, after leaving Riverbank, the
Northwest ; Friedmans joined the Army Signal Corp to develop
Quarterly ; cipher techniques to counteract the growing use of
Dic Munson coded messages between Prohibition criminals.
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Text On January 5, 1921, after leaving Riverbank, the

Friedmans joined the Army Signal Corp to develop
cipher techniques to counteract the growing use of
coded messages between Prohibition criminals.
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In 1941, Nazi sympathisers were
also using code: to communicate
their plan to expand operations
into South America. The word,
“Sargo" became the key to
identifying the operation leader.
Elizebeth manipulated his
messages. Sargo was arrested
and the South American plot
destroyed.

German Map. undated, President’s Secretary’s Files
(PSF) Safe Files: Germany Index,
Franklin D. Roosevelt Digital Archives.

- - -
atin Argentina Waters (Library of Congress)

Library of Congress
Franklin D Roosevelt Archives
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Elizebeth signed “The pledge,

‘that was exacted of all departing from the
sacred precincts of secrecy,” she said later. “The
pledge never to reveal at least without authority
from on high, or even to refer to, any of the
projects with which | had dealt during WWil.”

Elizebeth Friedman, George C. Marshall Library
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Elizebeth Friedman with one of her cipher sheets. Brainpickings.com.

George C Marshall Library
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Connection

In 1941, Nazi sympathisers were also using code: to communicate their plan to expand
operations into South America. The word, “Sargo" became the key to identifying the
operation leader. Elizebeth manipulated his messages. Sargo was arrested and the South
American plot destroyed.

Right Middle Panel Text

1941-1946 Top Secret The FBI relied on Elizebeth’s team, but after the War, J. Edgar Hoover
classified her work as “Top Secret,” buried it in government vaults, and took credit for her
achievements. It was 50 years before anyone realized Elizebeth’s accomplishments.

Elizebeth signed "“The pledge,
‘that was exacted of all departing from the sacred precincts of secrecy,” she said later. “The pledge
never to reveal at least without authority from on high, or even to refer to, any of the projects with
which | had dealt during WWII.” Elizebeth Friedman, George C. Marshall Library
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Conclusion: Today, codes are broken | 1946-1980 1l Conclusion:

by complicated computer programs,
but the basics of cryptology was
developed by Elizebeth Friedman who
used her skills to eliminate a South

Elizebeth accepted

the slight.
American threat to America and & “Iwent back to the world-at-large
convicted dozens of Prohibition-era oncemar. il was abierd e
] Period, an Era. | knew that, as
criminals. Friedman’s team preceded surely as | stood on two feet. |
the National Security Agency. She Show%’:ﬁfﬁ;gf,tsg;‘f‘;:gzg‘,.’:'f'c“’ar
Created a key to understandlng Some L* Elizebeth Friedman, George C. Marshall Library
of the most complex communications in
the world. Today, codes are broken by complicated
computer programs, but the basics of
Elizebeth accepted the slight. cryptology was developed by Elizebeth
“I went back to the world- Friedman who used her skills to eliminate a
at-large once more. It was an South American threat to America and
end of a Period, an Era. I knew convicted dozens of Prohibition-era
that, as surely as I stood on ’ cmnmaS.Fﬂedman%teanlmecededthe
two feet, I should never return | National Security Agency. She created a
to that particular endeavor key to understanding some of the most | — : ’
again.” Elizebeth Friedman, ! complex communications in the world. | (Flasteth and Yakem workod togather on mary projects.

. George C. Marshall Library)
Memoirs, George C Marshall

Library.
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